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SUBJECT:
Revision of Board Policy CQ (LOCAL): Electronic Communication and Data Management (EL-9)

PRESENTER:
Dr. Joy McLarty

Deputy Superintendent for Accountability and Information Services




RECOMMENDATION

That the Board of Trustees approve the proposed revisions to Board Policy CQ (LOCAL): Electronic Communication and Data Management.




BACKGROUND INFORMATION

The current review of Section C of Board policy and regulation provides an opportunity to guide the proper use of the District’s email system.  Language has been added to policy CQ (LOCAL): Electronic Communication and Data Management to emphasize the following points:

· the use of the District’s email system is a privilege, not a right

· the privilege can be revoked for misuse of the system

· occasional and incidental use of the system is permitted providing the use is not for the purpose of:

· engaging in illegal activities

· violating District’s computer use guidelines

· providing products or services for pay (i.e., outside employment)

· sending unauthorized broadcasts

· creating or distributing chain letters

· sending unsolicited emails (spamming)

· pretending to send or attempting to receive email on behalf of others without their permission (spoofing)

· setting up equipment so that it could act as an “Open Relay” for third party spammers

ADMINISTRATIVE CONSIDERATION

This more detailed explanation makes explicit the expectations for email users by providing notice of the purposes for which the District email system is not to be used.

ACTION REQUIRED

Board approval.
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	The Superintendent or designee shall implement, monitor, and evaluate electronic media resources for instructional and administrative purposes. 

	AVAILABILITY OF ACCESS 
	Access to the District's electronic communications system, including the Internet, shall be made available to students and employees primarily for instructional and administrative purposes and in accordance with administrative regulations. 

	ACCEPTABLE USE 
	The Superintendent or designee shall develop and implement administrative regulations, guidelines, and user agreements consistent with the purposes and mission of the District and with law and policy governing copyright. [See EFE] 

Access to the District's electronic communications system is a privilege, not a right. All users shall be required to acknowledge receipt and understanding of all administrative regulations governing use of the system and shall agree in writing to allow monitoring of their use and to comply with such regulations and guidelines. Noncompliance may result in suspension of access or termination of privileges and other disciplinary action consistent with District policies. [See DH, FN series, FO series, and the Student Code of Conduct] 

Violations of law may result in criminal prosecution as well as disciplinary action by the District. 

	MONITORED USE 
	Electronic mail transmissions and other use of the electronic communications system by students and employees shall not be considered private. Designated District staff shall be authorized to monitor such communication at any time to ensure appropriate use. 

	INTERNET SAFETY 
	The Superintendent or designee shall develop and implement an Internet safety plan to: 

1. Control students' access to inappropriate materials, as well as to materials that are harmful to minors; 

2. Ensure student safety and security when using electronic communications; 

3. Prevent unauthorized access, including hacking and other unlawful activities; and 

4. Restrict unauthorized disclosure, use, and dissemination of personally identifiable information regarding students. 

	
	


	FILTERING 


	
	Each District computer with Internet access shall have a filtering device or software that blocks access to visual depictions that are obscene, pornographic, inappropriate for students, or harmful to minors, as defined by the federal Children's Internet Protection Act and as determined by the Superintendent or designee. 

	INTELLECTUAL PROPERTY RIGHTS 
	Students shall retain all rights to work they create using the District's electronic communications system. 

As agents of the District, employees shall have limited rights to work they create using the District's electronic communications system. The District shall retain the right to use any product created in the scope of a person's employment even when the author is no longer an employee of the District. 

	LIMITED PERSONAL USE 
	Limited personal use of the system shall be permitted if the use: 

1. Imposes no tangible cost on the District; 

	BY STUDENTS AND EMPLOYEES 

	1. Does not unduly burden the District's computer or network resources; and 

2. Has no adverse effect on an employee's job performance or on a student's academic performance. 

	BY MEMBERS OF THE PUBLIC 

	Access to the District's electronic communications system, including the Internet, shall be made available to members of the public in accordance with provisions of this policy regarding limited personal use of the system and with administrative regulations. 

	ALL USERS 
	All users of the District's electronic communications system shall be required to comply with District rules, regulations, and policies governing appropriate use of the system. 

Use of the district’s email system is a privilege, not a right.  This privilege may be revoked for misuse of the system.  Occasional and incidental personal use of the system is permitted provided that such use is not for the purpose of:

1. Engaging in any activities that are prohibited legally or under the District’s computer use guidelines including, but not limited to, accessing sites that are not authorized under the District’s filtering policies, use of unlicensed software or conduct inappropriate to the District’s image.  Note that any use of and messages from the District’s system can be traced  and monitored internally and externally.

2. Providing products or services for pay [i.e., outside employment]

3. Sending unauthorized broadcasts to official or private distribution lists , regardless of content or recipients.

4. Creating or distributing chain letters.

5. Sending unsolicited Emails to other entities or individuals (i.e. spamming).

6. Pretending to send, or attempting to receive Email on behalf of others without their permission (i.e., spoofing other people’s email accounts).

7. Setting up equipment so that it could act as an “Open Relay” for third party spammers.



	DISCLAIMER OF LIABILITY 
	The District shall not be liable for users' inappropriate use of electronic communication resources or violations of copyright restrictions or other laws, users' mistakes or negligence, and costs incurred by users. The District shall not be responsible for ensuring the accuracy, age appropriateness, or usability of any information found on the Internet. 
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